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eLMS 5.8  User Job Aid – Update Security Question

Purpose: The purpose of this job aid is to guide Users through the step-by-step process to update their security question and/or answer.  The security question and answer are established initially when the User logs in for the first time after November 19, 2007.  The security question is used as another level of security should the User forget their password.
Only the User can access his/her security question and answer.  Unlike their eLMS password where an eLMS Administrator can reset a password for the User, an eLMS Administrator cannot help the User with their security question/answer.

If the need arises for the User to change their security question/answer or the User forgets their password and security answer, an eLMS Administrator should reset the User’s password and the User should update their security question and/or answer using this job aid immediately after successfully logging in to their eLMS Personal Home Page

Tasks:

Task A: Update Security Question and/or Answer
Task A: Update Security Question and/or Answer
1. Open Internet Explorer and type the following web address in the address field:   https://elms.dot.gov.

2. Click the button marked: Click here to go to login for User (Users and Mangers)

3. The eLMS Login screen will open.

4. Type your login ID in the User ID. 
Note: Your User ID is your FIRST INITIAL, LAST NAME, and LAST FOUR DIGITS of your SOCIAL SECURITY NUMBER.  The User ID is case sensitive, so USE ALL CAPS. For example:  JJONES1235.

5. Click Login.

6. From you eLMS Personal Home Page, click the Personal menu tab and select Profile

7. Type a new security question in the Security Question field, or


8. Re-type an answer in both the Security Answer field and the Re-Enter Security Answer field.

9. Click the Apply Changes button in toward the upper right of the screen.
	Task A: Update Security Question and/or Answer
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eLMS Help Desk: eLMSHelp@dot.gov
Welcome to DOT eLMS 405-954.4568 (6AM | 6GPM CST)

Special eLMS Notifications
Nov. 19, 2007 | Welcome to the improved eLMS!

Click here to go to login

(Learners and Managers)
+ Your previous login ID and password have

not changed

+ NEW SECURITY QUESTION: The first ime
you login to eLMS after Noverber 19,
2007, you will be prompted to establish
your personal security question and
answer. You will need to type & cuestion
and answer in the fields; the answer must
be at least 5 characters inlength and is
NOT case sensitive. This is a reqired
security level for your privacy. ONLY you
can change the question and answer

Click here to go to login
for Ad istrator

Dec. 15,2007 System maintenance is scheduled, eLMS will not
be available from 1:00 AM to 8:00 AM

Forgot your eLMS Login ID or Password? Tips
Click the Login button above to find instructions 1. Delete Cookies
on how o get your Login ID and/or Password. 2. Clear Browser History
3. Allow Pop-ups for this site
4. Check courseware compatibility
Resources
&LMS Rules of Behavior | Learner Guide | Standard Operating Procedures | eLMS Job Aids

WARIING!
This s an official US Government System for authorized use only. This system may be monitored to protect against unauthorized use. Attempts to circumvent





	
	The eLMS Login screen will open.
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The DOT eLMS is a robust learning management system that: PASSWORD |:|

15 DOT's official system of recard for employee training.
Tracks your persanal learning needs and histary.

Provide: you with a comprehensive catalog of Isarning events and schedules
15  central point o register for raining events and launch online courses.
Provides a map of your Learning Plan, Curriculum status, and mare
Provides suppart for your career development,

What if I forgot my password?
Click here to enter your User 1D and have your passward emailed to your
government email account.

S WARNING* 5% Security Question:
To have your password e-mailed, you must establish a security question. The
first time you login to eLMS after November 13, 2007, you will be prompted

al US Government System for authorized use only. This system may be monitored to protect against unauthorized 1o irte ¥ou login o sLMS after Novermber 19, 2007, you will be prompt






	
	Type your login ID in the User ID 
Note: Your User ID is your FIRST INITIAL, LAST NAME, and LAST FOUR DIGITS of your SOCIAL SECURITY NUMBER.  The User ID is case sensitive, so USE ALL CAPS. For example:  JJONES1235.
Click Login.
	[image: image4.png]DOT eLis | 2 Help

USER ID [30NES1235]






	
	From you eLMS Personal Home Page, click the Personal menu tab and select Profile
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Welcome JJ Jones
11/9/2007

DOT's eLMS provides learners the pawer to access and manage their learning with online tools. Once lagged

Alerts
into eLMS, learners can manage their learning thraugh the follawing features\

You have r





	
	Type a new security question in the Security Question field 
OR

Re-type an answer in both the Security Answer field and the Re-Enter Security Answer field.
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This section allows you to review and/or edit your profile. The profil is
* = Required Fislds

Middle Initial:

user ID:
Job Positios

Job Location:

Organizatio
Employee Typ:
Employee Statu:
Superviso

Coacl

Domain:

Roll
Passward
PIN:

*Security Question:

*Security Answe:

*Re-Enter Security Answe:

10oNES1235
eLMS Level 1 Administrator

BTSL.10
Permanent Full Time
EXEMPT

11/1/2008

Transportation Public Domain (Root)

System Default User Role

iy first pet?





	
	Click the Apply Changes button in toward the upper right of the screen.
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